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Tuyén bd bao mat

Tailiéu nay cé chlia cacthéong tin tuyét mat va thudc sd hiu ddéc quyén clia Locker Password
Manager (Locker) va Céng ty c¢6 phan CyStack Viét Nam (CyStack). Moi hanh déng sao
chép, phan phdi, hodc st dung mdt phan hay toan bd tai liéu, dugdi bat ky hinh thic nao,
déu can cé su dong y cla ca hai cdng ty Locker va CyStack.

CyStack dudc phép chia sé tai liéu nay véi auditors (dong y khéng tiét 16) dé mo ta su tuan
thu yéu cau cua kiém tra tham nhap.

Tuyén bé mién tri trach nhiém

Bdo cdo kiém tra tham nhap mang tinh thai diém. Nhing phat hién va khuyén cdo phan
anh théng tin dudc thu thap trong qua trinh danh gid va khéng bao gdm bat ky thay doéi
hay sUia chfa nao nam ngoai khoang thai gian kiém tra.

Nh{ng tudng tac cla qua trinh kiém tra tham nhap bi gidi han trong moét khoang thai gian,
vi vay két qua khdng phan anh toan bd an ninh hé théng. CyStack uu tién kiém tra nhiing
16 hdng nguy hiém nhat c6 thé bij ké tan cong khai thac. CyStack khuyén nghi Locker thuc
hién bai kiém tra nay dinh ky, st dung déi ngl kiém thi vién ndi bd hodc bén thd ba dé
dam bao kiém soat bao mat lién tuc va tét nhat.

Lich sU phién ban

Phién ban Ngay Théng tin cac thay doi
1.0 30/07/2022 Bdo cdo tdng két tinh trang bao mat clia ing dung
Locker trén cac nén tang trién khai
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Doi ngli chuyén gia bao mat

Ho tén Vai tro Email

Nguyén HGu Trung Head of Security trungnh@cystack.net
Nguyén Trung Huy San Pentester

V(i Hai Bang Pentester

Ha Minh Chau Pentester

Nguyén Van Huy Pentester

Nguyén Ba Anh Tuan Pentester
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Tong quan

T 13/04/2022 dén 30/07/2022, CyStack thuc
hién danh gid tinh trang bdo mat cd sd
ha tang Locker so vdi cac khuyén nghi bao
mMat theo tiéu chuan cap nhat nhat. Quy
trinh danh gid bao mat nay bao gém hai
phan dugc tién hanh déng thgi. Phan dau
tién 13 danh gid ma ngudn dugc CyStack
thuc hién va tuan thd nghiém ngat theo cac
bd khung tiéu chudn OWASP Code Review
Guide. Phan thd hai la kiém thd xam nhap
tU bén ngoai. Cac trusng hgp thi nghiém dé
tién hanh kiém tra xam nhap déu dua trén
céc bd quy chuan NIST SP 800-115 Technical
Guide to Information Security Testing and
Assessment, OWASP Testing Guide (v4) va
céc framework kiém thu riéng clia CyStack.
Bai kiém thu an ninh cla CyStack danh cho
Locker tap trung kiém tra liéu Ung dung
Locker Password Manager cé hoat déng an
toan nhu mot kho chidia mat khau tiéu chuan
hay khéng, cé nghia la, Ung dung nay khéng
thuc hién luu tr Mat khau chinh hay d liéu
xac thuc & dang plaintext, va cing khéng
thay déi hay chia sé d liéu khi khéng co
sU cho phép clia ngudi dung. CyStack clng
thuc hién tim kiém phat hién cac 16 hong
bdao mat co6 thé tén tai trong hé théng Ung
dung Locker, dac biét cac 16 hédng co lién
quan dén 16i thiét k& mat m3, 16i 16 lot thong
tin nhay cam va 16i xac thuc/phan quyén. Bai
danh gid bdo mat clng chu trong viéc chi
ra cac phuong phap khac phuc théng qua
viéc phantich cdc16 héng ghinhan, bao gém
ca cac 16 héng dugc phat hién bdi cac cong
cu quét. Diéu nay cé nghia la CyStack da
danh it thai gian hon dé xac dinh cu thé cach
thuc 16i bao mat cé thé bj khai thac va danh
nhiéu thai gian hon cho xac dinh nhiéu nhat
c6 thé cac van dé bao mat cling nhu dua
ra phusng an khac phuc kip thai trong thai
gian cho phép. K&t qua danh gia cling bao

CyStack

BAO CAO AN NINH MANG

gdém danh giéd sa bd vé tinh trang bdo mat
cla céac thu vién phu thudc va cac khuyén
nghi dé cai thién tinh bdao méat clua Locker
Password Manager.

1.1 Cac phat hién

CyStack khéng tim thay bat ky bang ching
nao cho thay Locker s dung tréi phép va
luu tri mat khau chinh cling nhu di liéu xac
thuc cla ngudi dung khéng an toan, clng
nhu khéng phat hién bat ky van dé nghiém
trong nao lién quan dén thuat todn mat ma
cUa Locker Password Manager. CyStack phat
hién mot s6 16 héng cau hinh khéng an toan
va ca ché xac thuc/phan quyén thiéu an toan
ma cé thé dan dén nguy ca 16 lot thdéng tin,
tan cbng IUa ddo hay céc hanh vi gia mao
Ung dung. Khdéng cé thu vién phu thubc cla
bén thu ba nao la qua cl hodc khéng con
dugc hoé trg tU nha san xuat. Cac phat hién
tiéu biéu cé thé ké dén nhu:

- L6i khéng hly phién lam viéc.

- Cachéxacthucva phan quyén thiéuan
toan.

1.2 Gidi han

Do khéi lugng cdng viéc thuc hién trong qua
trinh thuc hién phan tich tinh va déng, mét
s6 phat hién khéng dugc phan tich chi tiét,
dac biétlacacvandélién guan dén DoS hoac
DDoS, va mot s6 16 héng bao mat trong phu
thudc thu vién ngudén md clda bén thu ba
cling coé thé chua dugc phat hién. Thay vi
tap trung di sau vao cach khai thac, CyStack
hudng tdi viéc nd luc dé xuat cac bién phap
khac phuc cu thé cho nhom phat trién dé
dam bao rang Ung dung sé dudc cap nhat
ban vd s6m nhat cé thé va trudc khi phat
hanh san pham lan dau.

© 2022 CyStack. Ban quyén thudc vé CyStack. 4
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1.3 Cac muc tiéu can danh gia
Panh gia ma ngudn
Ma& ngudn chla théng tin chi tiét nhat vé ing dung. Banh gid ma ngudn cho phép céc nha

nghién clu bao mat hiéu can ké& cach mét ing dung hoat déng va thuc hién. Sau do, cac
nha nghién clu cé thé tim kiém cac 16i thiét ké va 16 héng bao mat trong Ung dung.

Panh gid an toan va bdao mat cho ma ngudn Ung dung bao gém cac bai kiém tra tu dong
va thu cdng. Da6i véi cac bai kiém tra tu déng, cac cong cu phan tich ma tinh duge st dung
dé xac dinh mé thlra khéng st dung, cadc doan ma khéng an toan va su ton tai cac thu vién
hoac plugin chita 16 héng trong Ung dung. Céac bai kiém tra tu déng cling nham xac dinh
su ton tai cla thdéng tin nhay cdm dudc ma hoda cling nhu mat khau, chudi két ndi ¢ sa dU
liéu, khda cd nhan cho céc dich vu clia bén thu ba, vv.

Cac bai kiém tra thu céng tap trung vao phan tich logic hoat déng va céc thanh phan chic
nang trong Ung dung, dé phat hién cac 16 héng nghiém trong, cé thé lién quan dén xac
thuc dau vao clla ngudi dung, truy van cd sd d liéu khéng an toan, xdi ly tép khéng an toan,
vv. hodc cac 18i lién quan dén logic nghiép vu Ung dung. Nhing ngugi thuc hién cac bai
kiém tra thd cong la cdc nha nghién clu bao mat.

Kiém tra tham nhap bén ngoai

Bai kiém tra thdm nhap bén ngoai md phong cach mot ké tan codng ti€p can va cé dudc
quyén truy cap vao hé théng mang ndi bd cua té chlic ma khdéng can tai nguyén hodc
thoéng tin Ndi bd. M6t ky su ATTT cua CyStack sé thu thap thdong tin nhay cdm théng qua
nén tang tri théng minh ma ngudén M3 (OSINT), bao gém théng tin nhan vién, lich su ro ri
mat khau, va nhing théng tin cé thé dudc st dung lam don bay dé cd duge quyén truy cap
vao mang ndi bd cla té chic. Ky su CyStack cling thuc hién quét va liét ké dé xac dinh cac
|6 héng tiém nang c6 kha ndng bi khai thac.

CystQCk © 2022 CyStack. Ban quyén thudc vé CyStack. 5



TAI LIEU CONG KHAI

Pham vi

BAO CAO AN NINH MANG

Loai hinh kiém tra

Chi tiét

Kiéu dai tugng

Panh gid ma ngudn API Locker ndi bo Ma ngudn
3 L . Extension Locker cho trinh duyét . R
BPanh gia ma ngudn Ma nguodn

Chrome
. o R Ung dung di déng Locker cho Android . R
BPanh gia ma ngudén . Ma ngudn
va ioS
Panh gid ma ngudn Website ho trg Locker Ma ngudn
Panh gid ma ngudn Ung dung mang Locker M3 ngudn

Kiém tra xam nhap bén . Cac website va
. * locker.io
ngoai API
Kiém tra xam nhap bén | . o ) .
. Ung dung di déng Locker cho Android | Android
Nngoai
Kiém tra xam nhap bén | . o ) .
. Ung dung di déng Locker cho iOS i0oS
ngoai
Kiém tra xdm nhdp bén | Extension Locker cho trinh duyét | Extension cho
ngoai Chrome trinh duyét

CyStack
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https://git.cystack.org/locker/api
https://git.cystack.org/locker/extension
https://git.cystack.org/locker/extension
https://git.cystack.org/locker/mobile
https://git.cystack.org/locker/mobile
https://git.cystack.org/locker/support
https://git.cystack.org/locker/web
https://play.google.com/store/apps/details?id=com.cystack.locker
https://apps.apple.com/us/app/locker-password-manager/id1586927301
https://chrome.google.com/webstore/detail/locker-password-manager/cmajindocfndlkpkjnmjpjoilibjgmgh
https://chrome.google.com/webstore/detail/locker-password-manager/cmajindocfndlkpkjnmjpjoilibjgmgh
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Tém tat bao cao

Pé duy tri trang thai an ninh tich cuc, can phai lién tuc ddnh gia va cai thién quy trinh bao
mat hién tai. Thuc hién CyStack Pentest gildp déi ngl bao mat cda Locker khdéng chi phat
hién ra cac 16 héng dac biét ma con nhin thay buc tranh tdng thé vé mai de doa hién tai
trong té chic. DuUgi day 1a tom tat vé tinh trang an ninh hién tai vé cac hé théng muc tiéu
qua qua trinh kiém thu.

S6 ludgng 16 héng theo muc dé nguy hiém Chu thich
1

B Critical
High
Medium
Low

B Info

4

S6 lugng 16 héng theo muc tiéu

*locker.io 5

S6 lugng 16 héng theo phan loai CWE

Security Misconfiguration (CWE-16) 2

Broken Authentication And Session
Management (CWE-930)

CystQCk © 2022 CyStack. Ban quyén thudc vé CyStack. 7
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Tén 16 héng Két qua kiém tra S6 ludgng
Al — Broken Access Control ® 3
A2 — Cryptographic Failures / 0
A3 - Injection / 0]
A4 — Insecure Design \/ 0
A5 — Security Misconfiguration ® 2
A6 - Vulnerable and Outdated
v’ 0
Components
A7 - ldentification and Authentication /
. 0
Failures
A8 — Software and Data Integrity Failures \/ 0
A9 — Security Logging and Monitorin
. y Logging g \/ 0
Failures
AlO - Server-Side Request Forgery \/ 0
Danh sach 16 héng
- x 0 Muc dé nguy
ID Trang thai Lo hong o
hiém
. Khéng thiét dat rate limit cho chuc
#locker-002 Pa khac phuc . R R R
nang Quén mat khau
L6 héng Clickjacking & trang Bang
#locker-006 Pa khac phuc | nhap cé thé dan tdiviéc chiém doat tai
khoan
Ngudi dung dugc chi dinh [a lién hé
_ khan cap v3i quyén View coé thé thay
#locker-007 ba khac phuc . , e e
déi Master Password cua ngudi dung
dugc két noi
. Khéng cé co ché hly phién sau khi
#locker-008 BPa khac phuc . U -
thuc hién Thay déi mat khau
_ Khoéng cé ca ché hay phién chat cua
#locker-010 Pa khac phuc . . . .
Intercom sau khi thuc hién dang xuat

CyStack

© 2022 CyStack. Ban quyén thudc vé CyStack.




TAI LIEU CONG KHAI BAO CAO AN NINH MANG

Két qua danh gia ma nguon

CyStack khéng cé phat hién [6 héng nao lién quan dén thiét k& mat ma trong qua trinh
danh gia ma ngudn cho Ung dung Locker Password Manager.

Locker d& dam bao dudgc tinh riéng tu clia ngudi dung va tinh bi mat déi véi di liéu xac thuc
clia ngugi dung, st dung cac cdng nghé sau:

3.1 Mat khau chinh

M6t trong hai thanh phan cla quy trinh dan xuat hai khéa bi mat, Mat khau chinh dugc khai
tao va ghi nhdé bdi ngudi dung Locker. Han ché& I8n nhat clia nhiing dU liéu bi mat dugc ghi
Nha va st dung bdi con ngudi la trong thuc t& nhiing thdng tin nay cé thé doan dugc bang
cic thuat todn hay hé théng dodn tu tu déng, dua vao tap hgp céc day tu, sé daon gian hay
c6 nghia (dictionary attack/ rainbow table attack).

Mac du Locker da thuc hién cac bién phap bdo vé da I8p va xac thuc da chiéu vaéi tinh bao
mat cao, théng qua cac thuat todn an toan nhu Thuat toan ma héa AES-256-CBC, Ham
bam két hgp véi Ma héa dau cudi va Ma héa khdng thdng tin, nguy ca I6n Mat khau chinh
van bi 16 3 may khach clia ngudi dung véi rat nhiéu nguyén nhan. Bén canh yéu té ngudgi
dung tu dé 16 thong tin, cac k¥ thuat cé thé dudc hacker st dung phd bién nhu key logger
hay malware dé xam nhap vao may khach clia ngusdi dung va lay cap d{i liéu, hodc cac thuat
todn phuc tap st dung céc siéu may tinh vai téc dé xU ly cao. Vi vay, ching téi khuyén céo
NguUdi dung nén dat Mat khau chinh dd manh vaéi dé dai va dé phtic tap cao dé chéng lai
cac loai tan cong trén.

3.2 Public Key Verification

Trong qua trinh chia sé dU liéu trong nhom ngudi dung, mot trong nhiing thao tac bat budc
la thanh vién nhém phai gui Khéa cong khai hay RSA Public Key clia ho cho trudng nhém
dé tién hanh chuyén giao Org Symmetric Key.

Hién tai, khdng cé phusng phéap thuc té hiéu qua nao dé mot trudng nhdm xac thuc rang
Khéa cong khai ma ho nhan dugc tU thanh vién thudc vé dung thanh vién ma ho mudn
chia sé théng tin. Do dd, khi may chu Locker bi xdm nhap hodc chiém quyén kiém soat,
hacker c6 thé cung cap Khda cdng khai gid cho ngusi dung dé ma hda va thuc hién mét
cudc tan cong Man in the Middle thanh céng. K&t qua 13, hacker cé dugc Org Symmetric
Key cho Kho dii liéu bi mat cia nhom do va cé thé gidi ma dé truy xuat vao cac thdng tin
bi mat cia nhém, ma khéng dé lai moét dau hiéu gi bat thusng dé ngudi dung phat hién
hodc ngan chan diéu nay.

Tuy nhién can khang dinh rang, tan cdng nay chi cé thé xay ra khi ké tan céng da xam nhap
dugc vao va co guyén kiém soat co s3 dif liéu clia Locker. Cac giai phap cd thé xem xét bao

CystQCk © 2022 CyStack. Ban quyén thudc vé CyStack. 9


https://www.notion.so/037e6293d1d74f99a9421c8e7d275e65
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https://www.notion.so/Thu-t-to-n-m-h-a-AES-256-CBC-b3b06dbe149b4b39b394f49854aebadcf
https://www.notion.so/H-m-b-m-6fc1b83c740f4071bc9cb8fd0b2a12f4
https://www.notion.so/H-m-b-m-6fc1b83c740f4071bc9cb8fd0b2a12f4
https://www.notion.so/M-h-a-u-cu-i-432d0b4f326b4a09a4740ff077595c5a
https://www.notion.so/M-h-a-kh-ng-th-ng-tin-0204d951a8434a818e221a238fe1d4be
https://www.notion.so/befa557ba754448ea43ae5b8202fe34a
https://www.notion.so/Kho-d-li-u-b-m-t-db012a92425c4ddf9e0f0029af8b8427
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gdém: Khda coéng khai clia ngudi dung dugc xac thuc bdi mot bén thd ba dang tin cay trudc
khi dugc ma hda véi bat ci df liéu nao, hodc tién trinh xac thuc Khéa céng khai dudc thuc
hién truc ti€p va riéng biét théng qua moét kénh giao ti€p bao mat dadm bao an toan khac
v3i may chu Locker cung cap.

Khuyén cao

Dua vao k&t qua cua bai kiém tra, CyStack dua ra nhiing khuyén nghi chinh sau day:

M6t s6 khuyén cdo

Sau qua trinh danh gid ma ngudn va kiém thd xam nhap ti bén ngoai
cho Ung dung Locker Password Manager trén nhiéu nén tang, CyStack
khang dinh cac théng tin xac thuc clia ngudi dung dugc xU ly an toan, va
tat cd déu dugc ma hda trudc khi luu trlf trong cg sé dU liéu Ung dung
Tuy nhién, CyStack van phat hién mot vai 16 héng bao mat trén hé théng

Van dé

Locker. Tat ca cac 16 héng déu dugc khac phuc ngay khi phat hién.

- Ra soat lai cac 16 hdng da dudc liét ké dé du liéu trudc nhiing nai co
thé xay ra rdi ro tusng tu, tU do trién khai nhing phuong an khac

. . phuc sém.
Khuyén nghi

- Kiém tra cac module phu thudc va cap nhat chdng I&n phién ban
mMdi Nhat, loai bd hodc tim gidi phap thay thé cac thu vién khéng
con dugdc hé trg (néu co).

- https://www.appsealing.com/react-native-security/
Tham khao - https://developer.android.com/training/articles/security-tips

- https://developer.apple.com/library/archive/documentation/Securit
y/Conceptual/SecureCodingGuide/Introduction.html

CystQCk © 2022 CyStack. Ban quyén thudc vé CyStack. 10
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Thoéng tin vé muc tiéu

1. locker.io
Thoéng tin co ban

Loai san pham Website
FQDN locker.io

172.67.70.16, 104.26.0.10,
IP address 104.26.1.10, 2606:4700:20::681a:103,
2606:4700:20::681a:a, 2606:4700:20::ac43:4610

Hé diéu hanh Linux 2.6.18 - 2.6.22

Vi tri us

Cac cong dang mé

Céng Giao thic Dich vu Ung dung Phién ban
80 tcp http Cloudflare
443 tcp https Cloudflare
2052 tcp clearvisn

2053 tcp http nginx
2082 tcp infowave

2083 tcp http nginx
2086 tcp gnunet

2087 tcp http nginx
2095 tcp nbx-ser

2096 tcp http nginx
8080 tcp http-proxy Cloudflare
8443 tcp https-alt Cloudflare
8880 tcp cddbp-alt

CystQCk © 2022 CyStack. Ban quyén thudc vé CyStack. N
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Danh sach ung dung
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. Nha san  Ngay cai Kich | Phién . 5 .
Ung dung . > ~ . Pia chi URL Céng
xuat dat cd ban
Cloudflare, .
Cloudflare I https://locker.io 443
nc.
Google
Google )
Tag LLC https://locker.io 443
Manager
) Yuxi (Evan) .
Vue.js v https://locker.io 443
ou
Nuxt.js Nuxt Team https://locker.io 443
. OpenlS .
Node,js ke https://locker.io 443
oundation
2. support.locker.io
Thoéng tin co ban
Loai san pham Website
FQDN support.locker.io
104.26.1.10, 104.26.0.10,
IP address 172.67.70.16, 2606:4700:20::ac43:4610,
2606:4700:20::681a:a, 2606:4700:20::681a:10a
Hé diéu hanh Linux 2.6.18 - 2.6.22
Vi tri us
CystQCk © 2022 CyStack. Ban quyén thuoc vé CyStack. 12
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Céng Giao thuc Dich vu Ung dung Phién ban
80 tcp http Cloudflare
443 tcp https Cloudflare
2052 tcp clearvisn
2053 tcp http nginx
2082 tcp infowave
2083 tcp http nginx
2086 tcp gnunet
2087 tcp http nginx
2095 tcp nbx-ser
2096 tcp http nginx
8080 tcp http-proxy Cloudflare
8443 tcp https-alt Cloudflare
8880 tcp cddbp-alt
Danh sach ung dung
; Nha san  Ngay cai Kich  Phién . . .
Ung dung . N . R Pia chi URL Cong
xuat dat cd ban
Cloudflare, .
Cloudflare I https://support.lockerio = 443
nc.
Google
Google )
Tag LLC https://support.locker.io | 443
Manager
) Yuxi (Evan) .
Vue,js https://support.lockerio = 443
You
Nuxt.js Nuxt Team https://support.locker.io | 443
. OpenlS .
Node,js , https://support.locker.io | 443
Foundation

CyStack
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3. Ung dung di ddng Locker cho Android

Théng tin co ban

Loai san pham Mobile Application

Hé diéu hanh Android

Tén tép tin com.cystack.locker.apk

Kich cd 20.63 MB

MD5 d25eb7f1d5¢cffa38473c73912baf5838

SHAI ef8021f0d2b43123elfcd6fde6e54105ff61a5df

SHA256 3b4c6873bd10dfcb51163bb6583c5af14ce508e98ffe
4f1bf285fa014299b8db

Tén ung dung Locker

Tén package com.cystack.locker

Chudng trinh chinh com.cystack.locker.MainActivity

Target SDK 31

Min SDK 21

Tén phién ban Ung dung Android 1.23

M3 phién ban Ung dung Android 4070004

Théng tin ching chi

vl signature True
v2 signature True
v3 signature True

C=US, ST=California, L=Mountain View, 0O=Google Inc,

Subject . .
OU=Android, CN=Android

Signature Algorithm  rsassa_pkcsivis

Valid From 2021-09-04 04:00:44+00:00

Valid To 2051-09-04 04:00:44+00:00

lssuer C=US, ST=California, L=Mountain View, 0O=Google Inc,
OU=Android, CN=Android

Serial Number Oxde63e72d0cbbed870cb06cd2ca9612d07df8c6d9

CystQCk © 2022 CyStack. Ban quyén thudc vé CyStack. 14
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Hash Algorithm
MD5

SHAI

SHA256

SHAS512

Public Key Algorithm

Bit Size

Fingerprint

sha256

BAO CAO AN NINH MANG

310b4ac87ef3515f02556726da7e7e76

23d4880dbf7c4aaedd5f61669b2a35e5510efOdb

4e771c44034a71a726baf79e6351f045c8574d12a7489f8cb737cac

9e1017db7

fcf4231cf1fb3e2d8532048744d8233036ed3a5f4c48242a860773f
8e08fcfe76d7ef424e6cd18db52974e59474f086e19ba584d2acOc
bc4e7f65ba558f2ff97

rsa

4096

1e48464064b9820208858d45f5d282137626386810db1927f58411

8d7628fecb

Cac quyén han cua Ung dung

= Trang q . A A
Quyén . Pinh nghia Mo ta
thai
Cho phép Ung dung chup anh
) . , _ | va quay video bang may anh.
android.permission.CA | Nguy Chup anh va . N o
" . biéu nay cho phép Ung dung
MERA hiém guay video T N A o
thu thap hinh anh ma may anh
dang ghi lai bat cu 14c nao.
android.permission.REA . o A
Nguy Poc ndi dung | Cho phép Ung dung doc tuU bd
D_EXTERNAL_STORAG | T B - o
e hiém bd nhd ngoai | Nhd ngoai.
. o, Cho phép ung dung hién thicac
_ o Hién thi canh N A ek .
android.permission.SYS | Nguy b “0 ha cUa s6 canh bao hé théng. Cac
. ao ca é e
TEM_ALERT_WINDOW hiém the P " | Ung dung doéc hai cé thé chiém
on
S toan bé man hinh cta dién thoai.
android.permission.WRI Poc/stia/xda o o A
Nguy N _ | Cho phép Ung dung ghi vao bd
TE_EXTERNAL_STORAG " ndi dung bd J .
hieém 3 _. Nnhad ngoai.
E nhd ngoai
android.permission. ACC | Binh Xem trang | Cho phép Ung dung xem trang
ESS_NETWORK_STATE | thudng thai mang thai cla tat ca cac mang.
android.permission. ACC | Binh Xem trang | Cho phép Ung dung xem théng
ESS_WIFI_STATE thudng thai Wi-Fi tin vé trang thai cla Wi-Fi.

CyStack

© 2022 CyStack.

Ban quyén thudc vé CyStack.
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TAI LIEU CONG KHAI

BAO CAO AN NINH MANG

Cho phép ung dung nhan cac
gdi khéng dugc gui truc tiép dén
android.permission.CH Binh Cho phép | thiét bj cla ban. Diéu nay cé thé
in
ANGE_WIFI_MULTICAS thuss nhan Wi-Fi | hQu ich khi kham pha cac dich
n . a ,
T_STATE d Multicast vu dugc cung cap gan doé. No su
dung nhiéu nang lugng han so
v3i ché doé non-multicast.

Cho hé an dun
android.permission.FO | Binh ~ 2 p\ g, e

. théng thudng s dung
RECROUND_SERVICE thudng .

Service.startForeground.
android.permission.INT | Binh Toan bd truy | Cho phép Ung dung tao socket
ERNET thudng cap Internet mang.

Cho phép uUng dung tu khdi

déng ngay sau khihéthéng khai

_ L o dong xong. Diéu nay co thé
android.permission.RE X Tu khai déng L L . ..
Binh ) o khién dién thoai mat nhiéu thdi
CEIVE_BOOT_COMPLE R khi khai dong ) o . i
thudng o gian khai déng han va cho phép
TED thiét bi " . ~ o .
Ung dung lam cham hiéu nang
téng thé cla dién thoai do Ung
dung luén chay.
. o Quyén mot Ung dung can co dé
android.permission.RE R ] .
Binh st dung Settings. ACTION_REQU
QUEST_IGNORE_BATTE N
thudng EST_IGNORE_BATTERY_OPTIMI
RY_OPTIMIZATIONS

ZATIONS.

Cho phép ing dung st dung API
android.permission.SCH | Binh lap lich bdo thic chinh xac dé
EDULE_EXACT_ALARM | thudng thuc hién coéng viéc nén can su

chinh xac vé thai gian.

Cho phép iUngdung stidung cac
android.permission.USE | Binh phep . d o gé AN

. phudng thuc sinh trac hoc dugc
_BIOMETRIC thudng T

thiét bi ho tro.

Hang s6 nay khéng dugc hé trg
android.permission.USE | Binh Cho phép su | 3 API tU ban 28. Cac Ung dung
_FINGERPRINT thudng dungvantay | phai s dung USE_BIOMETRIC

thay thé.

B3t budc cho cac Ung dung su
android.permission.USE | Binh dung Build.VERSION_CODES.Q
_FULL_SCREEN_INTENT | thudng va bang thoéng bdo toan man

hinh.

CystQCk © 2022 CyStack. Ban quyén thudc vé CyStack. 16



TAI LIEU CONG KHAI

BAO CAO AN NINH MANG

android.permission.VIB | Binh Piéu khién bd | Cho phép Ung dung diéu khién
RATE thudng rung bd rung.
Ngan dién
android.permission.WA | Binh thoai rai vao | Cho phép Ung dung ngan dién
KE_LOCK thudng trang thai | thoai chuyén sang ché& dé ngu.
ngu
com.google.android.c2 ) . . L .
o o Cac quyén | Quyén gui tin tu dam may tdi
dm.permission.RECEIV | Ch{ ky o
E C2DM thiét bi.
android.permission.INS ~ . . Quyén khoéng dugc xéac dinh
Khéng Quyén khéng . R . o
TALL_GRANT_RUNTIME . s tham chiéu tU cac tai liéu
xac dinh xac dinh .
_PERMISSIONS Android.
. . R . R Quyén khéng dugc xac dinh
com.android.vending.Bl | Khéng Quyén khéng . . A
o T tham chiéu tU cac tai liéu
LLING xac dinh xac dinh .
Android.
com.google.android.fin R ~ ; .
. . . . Quyén khéng dudc xac dinh
sky.permission.BIND_G | Khéng Quyén khéng . R ., o
o T tham chiéu tU cac tai liéu
ET_INSTALL_REFERRER | xac dinh xac dinh .
Android.
_SERVICE
. . - ) Quyén khoéng dugc xac dinh
com.google.android.gm | Khéng Quyén khéng . . , A
. . L tham chiéu tu cac tai liéu
s.permission.AD_ID xac dinh xac dinh .
Android.
CystQCk © 2022 CyStack. Ban quyén thudc vé CyStack. 17



TAI LIEU CONG KHAI

BAO CAO AN NINH MANG

4. Ung dung di ddng Locker cho iOS

Théng tin co ban

Loai san pham
Hé diéu hanh
Tén tép tin
Kich cd

MD5

SHAI
SHA256

Tén ung dung

Kiéu ung dung

Ma nhan dién

Tén SDK

Phién ban Gng dung
Build

Phién ban OS

CyStack

Mobile Application

i0S

Locker 1.23.ipa

27.27 MB
7aecd89e7291cb1606¢578d57b9bdb0d
d1f9d2567¢c2e29549251d5b9f5423719aab095de

10ad5ff98fc3a588c5dcfb68fe9387a2¢c9edb6859bc57al452bd31aa
e31806e4

Locker

Swift
com.cystack.lockerapp
iphoneosl5.2

1.23

72

15.2

© 2022 CyStack. Ban quyén thudc vé CyStack. 18
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Cac quyén han cua Ung dung

N Trang . . .
Quyén . Pinh nghia Mo ta
thai
NSCameraUsageDescri | Ngu Tru ca
. g ? Y Y P Quét ma QR
ption hiém camera

Truy cap
théng tin vi tri
dia ly khi Ung
dung chay &

NSLocationWhenlnUse | Nguy
UsageDescription hiém

foreground

. Truy cap thu
NSPhotoLibraryUsageD | Nguy o ) v o A x
vién anh cua | GuUianh tgi trung tdm ho trg

escription hiém o

Nngudi dung

Truy cap tdi
NSFacelDUsageDescrip | Binh Face ID dé .
. R ) Thuc hién xac thuc
tion thudng phuc vu tinh i ' ’

nang xac thuc

CystQCk © 2022 CyStack. Ban quyén thudc vé CyStack. 19
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Chi tiét 16 hong bao mat

1. Khdng thiét dat rate limit cho chic ndng Quén mat khau

ID #locker-002

Phan loai Security Misconfiguration

Thuét toan rate limit dudc st dung dé kiém tra xem phién
ngudi dung (hoac dia chi IP) cé can bi gidi han hay khéong
dua trén théng tin trong bd dém phién. Trong trudng hgp
khéach hang thuc hién qua nhiéu request trong mét khung
thai gian nhat dinh, May chu HTTP co6 thé phan hoéi bang
mMa trang thai I16i, thudng 1a 429: Qué nhiéu request. Khi
M6 ta Quén mat khdu cho mét tai khoan trong Locker Password
Manager, cac request nay dugc gui di ma khdéng cé co ché
rate limit. Kiéu tan cong nay cé thé dan dén tén that taichinh
do vuct qua sé lugng request dugc gli cho phép dugc hé trg
bai dich vu thu va clng cé thé lam cham dich vu cla ung
dung. No cé thé gay ra dung lugng I8n trong thu da gui va
gay khd chiu cho ngugi dung.

Muc d6 anh hudng

Thang diém CVSS 3.0 CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:N/I:N/A:L (3.7)

https://id.locker.io/forgot?SERVICE_URL=%2Fvault&SERVIC

Muc tiéu

E_SCOPE=pwdmanager&lang=en
Trang thai D3 khac phuc
Tham chiéu OWASP A5 - Security Misconfiguration

Gidi han bang ReCaptcha hoac bat ky ca ché tugng tac thu
Phudng phap khac phuc cong nao, hodc gidi han sé 1an dugc phép yéu cau Quén mat

khau, vi du: 5 1an/ngay.
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Cac budc tai tao 16 héng

1. Bi t8i dudng dan https://locker.io/, nhan chon Bing nhap.

2. Chon Quén mat khau, sau dé nhap email da st dung dé dang ky tai khoan va gui
request di.

3. Sau khi thuc hién xong hai budc trén, intercept request v3i cdng cu Burp Suite va
forward moi request bat dudc cho dén khi gap dudc request cé ndi dung gui di nhu
sau: {“email”:*your email here”, [..]}.

4. GUirequest nay vao Intruder va l3p lai request 100 1an bang cach chén payload s6 tang
dan vao vi tri khéng gay anh hudng dén két qua response tra vé. Chang han, ¢ day
chon g trong header Accept-Language lam vi du:

ity E... B Intruder attack 1 E D a =) ka 5 04:41AM O

Burp Project Intruder Repeater Window Help

[Dasboard | Target | Prowy izusara] Repeater | Sequencer | Dacader | Comparer | Extander | Projectoptions | Useraptions
Gl
[Target [ Pasitions | Paioads | options |

start attack

0 Adds
Clears
Awos |
75-90df31ced775.
& Authorization: Bearer

Refresh
LCIhbGei 01 JTUZTLN YXRLZFS0aNIL n IhcHAL Q. vCnEdNnT:

x86_64; rv:is1.0) Gecko/20100101 Firefox/s1.0

b
v

QOB ©E) e 0 matches Clear

1 payload position

Length: 870

B o EROE #rena

5. Tat ca céc request déu dudc tra vé véi ma trang thai 200, va tat ca déu cé thé dugc tim
thay trong mail box.

= * Gmail

] Inbox

Locker 27 [Locker] Reset your password - Hi Smit, Someone, hopefully you, has requested to reset the password for... 2:04PM t

Locker New login to Locker from an unusual device or location - Hi Smit, Your sign in attempt seems a little diffe... 1:58 PM
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2. Lo haong Clickjacking & trang Bang nhap c6 thé dan tdi
viéc chiém doat tai khoan

ID #locker-006

Phan loai Security Misconfiguration

Clickjacking (tan cdng chinh sla giao dién ngudi dung, tan
cdng chinh slia giao dién ngudsi dung, chinh slia giao dién
Ngudi dung) la moét ky thuat déc hai IUa ngudi dung Web
nhép vao th gi dé khac véi nhiing gi ngudi dung nhan thay
I3 ho dang nhap vao, do dé cé kha nang tiét 16 théng tin bi
mat hoac kiém soat may tinh cla ho trong khi nhap vao céc
Mo ta trang web dudng nhu vé hai. May chu cua Locker khéng
trad vé header X-Frame-Options. Biéu nay cé nghia la trang
web nay co thé cdé nguy ca bi tadn cdng bang clickjacking.
Cac trang web cdé thé si dung X-Frame-Options dé tranh
céc cudc tan cong clickjacking, bang cach dam bao rang noi
dung cda chidng khéng dugc nhing vao cac trang web khac
trong bat ky <frame> hodc <iframe> nao.

Muc dé anh hudng

Thang diém CVSS 3.0 CVSS:3.0/AV:N/AC:H/PR:N/UI:R/S:U/C:L/I:N/AN (3.7)
o https://id.locker.io/login?SERVICE_URL=%2Fvault&SERVICE
Muc tiéu
) _SCOPE=pwdmanager&lang=en
Trang thai Da khac phuc
Tham chiéu OWASP A5 - Security Misconfiguration

- Thém header X-Frame-Options hoac trién khai cc ché
khac dé han ché viéc st dung <frame> va <iframe>

B . hién thi cac trang web cla Locker trén céc cross

Phuong phap khac phuc )
domain.

- SUdung CAPTCHA hodc ngdu nhién héa phan tltrong
URL.
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Cac budc tai tao 16 héng
1. Chuén bi mdt trang déc hai s& dung <iframe> dé nhung trang web Locker:

<!DOCTYPE HTML>

<html lang="en-US">

<head>»

<meta charset="UTF-8">»

<title»i Frame</title>»

</head>

<body>

<h3>This is clickjacking vulnerable</h3>»
<iframe src="https://id.locker.io/login?SERVICE URL=%2Fvault&SERVICE SCOPE=pwdmanager&
lang=en"” height="5%08px" width="588px"></iframe>
</body>

</html>

2. M3 trang web da tao va xem két qua:

M Inbox-bugd X | M Vulnerabilty X | M websites-h= X | @ Locker X | @ tockerid x| [ EmkeisAnor X @ iframe X @ sPFQueyTo x | + v X

c ((D File | CUsers/halla/Desktop/BD/12.ntml =3 ﬁ) Exve@waggan &

This is clickjacking vulnerable

Sign in to your account =
Email or Username
Password

Forgot Password?

Or Log in with

& B O

852 pm
22/05£2022

A B D
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3. Ngugi dung dudc chi dinh la lién hé khan cap véi quyén
View c6 thé thay doi Master Password cua ngudi dung dudgc
két noi

ID #locker-007

Phan loai Broken Authentication And Session Management

Mot 16 héng leo thang ddc quyén ton tai trong cac Ung dung
Locker cho phép ké tan cong thay déi Mat khau chinh cla
M6 ta nan nhan. Tuy nhién, nhing ké tan céng phai dudc xac thuc
[a Mot lién hé khan cap dugce chi dinh cla cac nan nhan, dé
c6 thé thuc hién thanh céng cudc tan céong.

Muc dé anh hudng

Thang diém CVSS 3.0 CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:C/C:L/I:.L/AN (6.4)

- https://api.locker.io/v3/cystack_platform/pm/emergency_ac
i cess/3912603e-e626-4925-981f-69a9f04d3xxx/password

Trang thai Pa khac phuc

Tham chiéu OWASP Al - Broken Access Control

Kiém tra lai bang kiém soat phan quyén va thuc hién kiém
Phudng phéap khac phuc | tra chinh xac tung vai trd cho chic nang Thay déi mat khau
chinh cla cho tai nguyén dugc chia sé.

Cac budc tai tao 16 héng

1. Tao 2 tai khodn: moét tai khoan sé dong vai tro la nan nhan va tai khoan con lai sé la ké
tan cong.

2. Bang nhap Locker bang tai khoan nan nhan.

3. B3t request dudc st dung dé Thay déi Mat khdu Chinh véi Burp Suite va luu lai dé su
dung sau. Request cé cau trdc nhu sau:

POST /w3/cystack_platform/pm/emergency_access/3912603e-eb626-4925-981f-69a9104d3x0x
/password HTTP/2

Host: api.locker.io

Content-Length: 264

Content-Type: application/json

Authorization: Bearer xxxxxxxx

I"key":"2.5kdxLiGgBmAFIMSVtzerDA==| 1108z fbRRPsadv28tNDOLaUKr/7Uv7al84Mypg
/Bzi37zM1sBLEYMmF1VIAQuieVeFIi4Y7Y1z22wGE6aaTFd63FCRSXFK3gEkxeQklaFao=| ebgajSfEWVRKFRxs
wWo
/SZ8WRmTrFApVREgMugSY38M=", "new_master password hash":"x6CYc+m7xyKK@CdZV22iYjxj3X1kBbI
1WASBEAMNZbA="}

CystQCk © 2022 CyStack. Ban quyén thudc vé CyStack. 24



TAI LIEU CONG KHAI

N o oun b

thay vao do.

o

BAO CAO AN NINH MANG

Thém tai khodn khac lam Lién hé khan cdp dang tin cay véi dac quyén View.
Dang nhap vao tai khoan dé trong trinh duyét khac hoac trong tab riéng tu.
Chap thuan dé trd thanh tai khoan khan cdp dudc chi dinh cho nan nhan.

SU dung lai request da dudc luu, nhung si dung authorization token cla ké tan céng

Response tra vé ma 200 va khdéng cé théng bao 16i.

9. Kiém tra tai khodn nan nhan bang cach dang nhap lai hodc lam mdi trang. Nhap mat
khau chinh ban dau, nan nhan khéng thé truy cap vao kho mat khau clia chinh minh.

Pé ndm thém chi tiét vé cach khai thac, vui long ddng nhap WhiteHub va theo déi lién két

nay.

4. Khéng c6 co ché huy phién sau khi thuc hién Thay déi méat

khau

ID #locker-008

Phan loai Broken Authentication And Session Management
Ung dung Locker khéng lam mat hiéu luc phién cla ngudi
dung sau khi yéu cau B6i mat khau thanh céng. Véi thiét
k& nay, nan nhan khéng thé thu hoi quyén truy cap cla bat
ky ké tan cong nao néu tai khoan da bi xam pham. Néu ké

Mo ta tdn cong cé mat khau ngudi dung va ddng nhap 3 nhiing

nai khac nhau, vi cac phién khac khéng bi pha hdy sau khi
thay d6i mat khau, ké tan cong van cé thé dang nhap va cé
toan quyén truy cap vao tai khodn nan nhan cho dén khi cac
phién nay hét han.

Mdc d6é anh hudng

Thang diém CVSS 3.0

CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:L/IIN/AN (3.7)

Muc tiéu

https://id.locker.io/

Trang thai

D3 khac phuc

Tham chiéu

OWASP Al - Broken Access Control

Phudng phéap khac phuc

Blacklist hoac hly authorization token clia ngugdi dung sau

khi ho thay doi mat khau ctia minh.
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Cac budc tai tao 16 héng

1. Tao Mot tai khodn va chuyén dén Ho6 sa cua toi.

2. Thay déi mat khau trong trinh duyét hién tai.

3. Bang nhéap tai khoan nay trong trinh duyét khac va chinh slia bat ky d liéu nao.

4. Luu thay doéi, két qua cho thay d liéu mdi da dugc luu va thay doi.

Pé ndm thém chi tiét vé cach khai thac, vui long ddng nhap WhiteHub va theo di lién két

nay.

5. Khéng c6 cd ché& huy phién chat cua Intercom sau khi thuc
hién dang xuat

ID #locker-010
Phan loai Broken Authentication And Session Management
Mb ta Ung dung Locker khéng lam mat hiéu luc phién trd chuyén

Intercom clia ngudi dung sau khi Bang xuat.

Muc dé anh hudng

Thang diém CVSS 3.0 CVSS:3.0/AV:N/AC:H/PR:L/UI:N/S:U/C:L/I:N/AN (3.1)
Muc tiéu https://locker.io/

Trang thai Da khac phuc

Tham chiéu OWASP Al — Broken Access Control

Phudng phap khac phuc

Khoéng cé di liéu cookie nao tU phién cudi cung cd thé truy
cap dudc sau khi dang xuat.

Cac budc tai tao 16 héng

. Pang nhap vao tai khoan tai https://locker.io/.

Sao chép cookie phién tU nUt xuat trén tién ich ma rong. Nhing ké tan céng co thé
st dung bat ky Cookie Grabber nao dé |ay cookie tU ngudi dung, tly thudc vao tinh
hudéng tan coéng.

3. Bang xuat khai tai khoan.

Tai lai trang https://id.locker.io/login.

5. Xda tat ca cac cookie cé lién quan khaoi trinh duyét, sau dé thém cac cookie c tU tién

ich md rong bang ndt nhap.

Truy cap trang https://id.locker.io/login. Trang sé& dua ngudi dung trd lai trang Dang
Nnhap v8i mot chut khac biét: nd chla cung mdt cudc tro chuyén trong man hinh tro
chuyén (nhap vao nut dudi cung bén phai).
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Phu luc

Phu luc A - Thang do muc dé nguy hiém

Thang
Mtc ddé diém CVsS Pinh nghia
3.0

L6 héng cd thé khai thac truc tiép va thudng gay hau
qua lén toan hé théng.

9.0-10.0 N . R s .
Can cd ké hoach hanh déng va khac phuc ngay lap

tdce.

Viéc khai thac khd han nhung cé thé gay leo thang
dic quyén va khién mat d liéu hoac hé théng ngiing
7.0-8.9 hoat déng (downtime).

Can c6 k& hoach hanh ddong va khic phuc ngay khi cé
thé.

L6 hong xuat hién nhung khéng thé khai thac dugc
hodc can thém cac budc dé khai thac, vi du tadn cong
4.0-6.9 phi ky thuat.

Can c6 ké hoach hanh déng va khac phuc sau khi da
xU ly xong cac 16 héng & muc High.

L6 héng khdng thé khai thac dugc nhung cé thé
giam thiéu bé mat tan céng cla mot toé chuc.

01-39 . ; P
Khach hang cé thé 1én ké hoach xu ly vao lan bao tri
hé thoéng tiép theo.
Khéng phai |6 héng. Day 1a nhing théng tin thém va
(iveo) /A

tai liéu dugc cung cap trong qua trinh kiém tra.
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Phu luc B - Danh muc 16 héng

CyStack st dung CWE (Common Weakness Enumeration) cho muc dich phan loai 16 héng
bao mat. CWE |a danh sach cac rdi ro an ninh phd bién do cdng déng phat trién. N6 déng
vai tro la ngén ngl chung, thudc do cho cac giadi phap bao mat va la cg sd cho cac nd luc xac
dinh, gidm thiéu va ngan chan rdi ro. Cac 16 hdng bdo mat dua trén CWE cung cdp mo ta
day dd va chinh vé 16 héng dudc bao cdo va quan trong han, ap dung mét ngdn ngl chung
dudc cong déng bao mat ching thuc.

Danh sach cdc CWE dudgc CyStack st dung dudgc liét ké trong bang sau:

CWE ID

Tiéu dé

CWE-16

Security Misconfiguration

CWE-77, CWE-259

Insecure OS Firmware

CWE-79

Cross-Site Scripting (XSS)

CWE-310

Broken Cryptography

CWE-3T1, CWE-319

Insecure Data Transport

CWE-352 Cross-Site Request Forgery (CSRF)
CWE-359 Privacy Concerns

CWE-400 Application Level Denial Of Service (DoS)
CWE-601 Unvalidated Redirects And Forwards
CWE-693 Lack Of Binary Hardening

CWE-723 Broken Access Control

CWE-729, CWE-922

Insecure Data Storage

CWE-919 Mobile Security Misconfiguration

CWE-929 Injection

CWE-930 Broken Authentication And Session Management
CWE-934 Sensitive Data Exposure

CWE-937 Using Components With Known Vulnerabilities
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Phu luc C - Qua trinh kiém tra tuan thu OWASP Web Security
Testing Guide v4.2

S A s Trang
ID bai test Tén bai test .
thai
WSTG-INFO Information Gathering Pass

Conduct Search Engine Discovery and
WSTG-INFO-01 . . Pass
Reconnaissance for Information Leakage

WSTG-INFO-02 Fingerprint Web Server Pass
ST NEO0S Review Webserver Metafiles for Information =
Leakage
WSTG-INFO-04 Enumerate Applications on Webserver Pass
WSTG-INFO-05 Review Webpage Content for Information Leakage Pass
WSTG-INFO-06 Identify Application Entry Points Pass
WSTG-INFO-07 Map Execution Paths Through Application Pass
WSTG-INFO-08 Fingerprint Web Application Framework Pass
WSTG-INFO-09 Fingerprint Web Application Pass
WSTG-INFO-10 Map Application Architecture Pass
WSTG-CONF Configuration and Deploy Management Testing Pass
WSTG-CONF-01 Test Network Infrastructure Configuration Pass
WSTG-CONF-02 Test Application Platform Configuration Pass

Test File Extensions Handling for Sensitive
WSTG-CONF-03 . Pass
Information

Review Old Backup and Unreferenced Files for
WSTG-CONF-04 o ) Pass
Sensitive Information

Enumerate Infrastructure and Application Admin

WSTG-CONF-05 Interfaces Pass
WSTG-CONF-06 Test HTTP Methods Pass
WSTG-CONF-07 Test HTTP Strict Transport Security Pass
WSTG-CONF-08 Test RIA Cross Domain Policy Pass
WSTG-CONF-09 Test File Permission Pass
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WSTG-CONF-10 Test for Subdomain Takeover Pass
WSTG-CONF-T1 Test Cloud Storage Pass
WSTG-CONF-12 Testing for Content Security Policy Pass
WSTG-IDNT Identity Management Testing Pass
WSTG-IDNT-01 Test Role Definitions Pass
WSTG-IDNT-02 Test User Registration Process Pass
WSTG-IDNT-03 Test Account Provisioning Process Pass
WSTG-IDNT-04 Testing for Account Enumeration and Guessable Dass
User Account
WSTG-IDNT-05 Testing for Weak or Unenforced Username Policy Pass
WSTG-ATHN Authentication Testing Pass
WSTGATHN-0] Testing for Credentials Transported over an oo
Encrypted Channel
WSTG-ATHN-02 Testing for Default Credentials Pass
WSTG-ATHN-03 Testing for Weak Lock Out Mechanism Pass
WSTG-ATHN-04 Testing for Bypassing Authentication Schema Pass
WSTG-ATHN-05 Testing for Vulnerable Remember Password Pass
WSTG-ATHN-06 Testing for Browser Cache Weakness Pass
WSTG-ATHN-07 Testing for Weak Password Policy Pass
WSTG-ATHN-08 Testing for Weak Security Question Answer Pass
TG AT NG Testing for.V.\/eak Password Change or Reset e
Functionalities
WSTG-ATHN-I0 Testing for Weaker Authentication in Alternative Daee
Channel
WSTG-ATHZ Authorization Testing Pass
WSTG-ATHZ-01 Testing Directory Traversal File Include Pass
WSTG-ATHZ-02 Testing for Bypassing Authorization Schema Pass
WSTG-ATHZ-03 Testing for Privilege Escalation Pass
WSTG-ATHZ-04 Testing for Insecure Direct Object References Pass
WSTG-SESS Session Management Testing Pass
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WSTG-SESS-01 Testing for Session Management Schema Pass
WSTG-SESS-02 Testing for Cookies Attributes Pass
WSTG-SESS-03 Testing for Session Fixation Pass
WSTG-SESS-04 Testing for Exposed Session Variables Pass
WSTG-SESS-05 Testing for Cross Site Request Forgery Pass
WSTG-SESS-06 Testing for Logout Functionality Pass
WSTG-SESS-07 Testing Session Timeout Pass
WSTG-SESS-08 Testing for Session Puzzling Pass
WSTG-SESS-09 Testing for Session Hijacking Pass
WSTG-SESS-10 Testing JISON Web Tokens Pass
WSTG-INPV Input Validation Testing Pass
WSTG-INPV-01 Testing for Reflected Cross Site Scripting Pass
WSTG-INPV-02 Testing for Stored Cross Site Scripting Pass
WSTG-INPV-03 Testing for HTTP Verb Tampering Pass
WSTG-INPV-04 Testing for HTTP Parameter pollution Pass
WSTG-INPV-05 Testing for SQL Injection Pass
WSTG-INPV-06 Testing for LDAP Injection Pass
WSTG-INPV-07 Testing for XML Injection Pass
WSTG-INPV-08 Testing for SSI Injection Pass
WSTG-INPV-09 Testing for XPath Injection Pass
WSTG-INPV-10 Testing for IMAP SMTP Injection Pass
WSTG-INPV-TI Testing for Code Injection Pass
WSTG-INPV-12 Testing for Command Injection Pass
WSTG-INPV-13 Testing for Format String Injection Pass
WSTG-INPV-14 Testing for Incubated Vulnerabilities Pass
WSTG-INPV-15 Testing for HTTP Splitting Smuggling Pass
WSTG-INPV-16 Testing for HTTP Incoming Requests Pass
WSTG-INPV-17 Testing for Host Header Injection Pass
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WSTG-INPV-18 Testing for Server-side Template Injection Pass
WSTG-INPV-19 Testing for Server-Side Request Forgery Pass
WSTG-ERRH Error Handling Pass
WSTG-ERRH-01 Testing for Improper Error Handling Pass
WSTG-ERRH-02 Testing for Stack Traces Pass
WSTG-CRYP Cryptography Pass
WSTG-CRYP-01 Testing for Weak Transport Layer Security Pass
WSTG-CRYP-02 Testing for Padding Oracle Pass
e Testing for Sensitive Information Sent Via —
Unencrypted Channels
WSTG-CRYP-04 Testing for Weak Encryption Pass
WSTG-BUSLOGIC Business Logic Testing Pass
WSTG-BUSL-01 Test Business Logic Data Validation Pass
WSTG-BUSL-02 Test Ability to Forge Requests Pass
WSTG-BUSL-03 Test Integrity Checks Pass
WSTG-BUSL-04 Test for Process Timing Pass
WSTG-BUSL-OS T.est‘ Number of Times a Function Can be Used ace
Limits
WSTG-BUSL-06 Testing for the Circumvention of Work Flows Pass
WSTG-BUSL-07 Test Defenses Against Application Misuse Pass
WSTG-BUSL-08 Test Upload of Unexpected File Types Pass
WSTG-BUSL-09 Test Upload of Malicious Files Pass
WSTG-CLIENT Client-side Testing Pass
WSTG-CLNT-01 Testing for DOM based Cross Site Scripting Pass
WSTG-CLNT-02 Testing for JavaScript Execution Pass
WSTG-CLNT-03 Testing for HTML Injection Pass
WSTG-CLNT-04 Testing for Client-side URL Redirect Pass
WSTG-CLNT-05 Testing for CSS Injection Pass
WSTG-CLNT-06 Testing for Client-side Resource Manipulation Pass
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WSTG-CLNT-07 Test Cross Origin Resource Sharing Pass
WSTG-CLNT-08 Testing for Cross Site Flashing Pass
WSTG-CLNT-09 Testing for Clickjacking Pass
WSTG-CLNT-10 Testing WebSockets Pass
WSTG-CLNT-1 Test Web Messaging Pass
WSTG-CLNT-12 Test Browser Storage Pass
WSTG-CLNT-13 Testing for Cross Site Script Inclusion Pass
WSTG-APIT API Testing Pass
WSTG-APIT-01 Testing GraphQL Pass
CHU THIiCcH

Pass: Bai kiém tra bdo mat c6 thé thuc hién trén Ung dung mang va két qua thoa man cac
tiéu chudn bao mat hién tai.

Fail: Bai kiém tra bdo mat c6 thé thuc hién trén Ung dung mang nhung két qua cho thay
cac thiét dat bao mat tusng Ung chua dudc trién khai chat ché.
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BAO CAO AN NINH MANG

Security Testing Guide v1.2

Cac yéu cau cd ban déi véi an ninh ing dung di déng

ID bai test

Tén bai test

Trang
thai

Architecture, design and threat modelling

MSTG-ARCH-1

Tat ca cac thanh phan trong Ung dung déu dudgc xac
dinh va la can thiét.

Pass

MSTG-ARCH-2

Cac ca ché kiém sodt bao mat khéng chi thiét dat ¢
phia client, ma ddm bao dudc thiét dat tusng Ung &
cac remote endpoint.

Pass

MSTG-ARCH-3

Kién truc high-level dugc trién khai cho ing dung di
dong va tat ca cac dich vu tu xa két ndi dén thiét bi
déu dudc dinh nghta, ciing nhu cac ca ché bao mat
da dudc thiét ké trong kién trdc ndi trén.

Pass

MSTG-ARCH-4

DU liéu nhay cdm doi véi Ung dung di déng dugc
dinh nghia ré rang.

Pass

MSTG-ARCH-5

Tat ca cac thanh phan clda Ung dung dudc dinh
nghia chat theo cac chic ndng thuong mai va/hoac
céc chuc nang bdo mat ma chdng cung céap.

Pass

MSTG-ARCH-6

M6 hinh méi de doa cho Ung dung di déng va céc
dich vu tU xa lién quan dugc xay dung da chi ra dugc
cac madi de doa tiém &n va cac phusng phap phong
tranh chung.

Pass

MSTG-ARCH-7

Tat ca cac cd ché bdo mat déu dudc thiét ké quan ly
tap trung.

Pass

MSTG-ARCH-8

Cé chinh sach ré rang vé quan ly cac khda mat ma
néu cd, va vong dadi clia cac khda mat ma 1a bat
budc. Tiéu chudn quan ly khdéa nhu NIST SP 800-57
c6 thé st dung dé dai chiéu.

Pass

MSTG-ARCH-9

Co ca ché bat budc cadp nhat ting dung di déng.

Pass

MSTG-ARCH-10

Bao mat dugc chu trong xuyén sudt vong dai phat
trién phan mém.

Pass

MSTG-ARCH-TI

C6 chinh sach céng khai cac 16 héng dudc ap dung
hiéu qua.

Pass
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MSTG-ARCH-12

Ung dung can tuan theo cac diéu luat va diéu khoan
dd liéu ca nhan.

Pass

Data Storage and Privacy

MSTG-STORAGE-]

Luu tr& cac d liéu nhay cdm nhu PlI, théng tin xac
thuc ngudi dung, cac khdéa mat ma trong cac kho
d{ liéu xac thuc hé théng.

Pass

MSTG-STORAGE-2

Khoéng cho phép viéc luu tri dU liéu nhay cadm ngoai
pham vi Ung dung hoac cac kho di liéu xac thuc hé
théng.

Pass

MSTG-STORAGE-3

Khéng cho phép viéc ghi lai AU liéu nhay cam trong
céac log cla Ung dung.

Pass

MSTG-STORAGE-4

Khoéng cho phép chia sé d{ liéu nhay cam vai cac
bén thU ba tri khi diéu d6 la can thiét cho Ung dung.

Pass

MSTG-STORAGE-5

Cache cula ban phim bat hoat trong qua trinh xu ly
cédc dd liéu nhap vao mang tinh chat nhay cam.

Pass

MSTG-STORAGE-6

Khéng cé dU liéu nhay cdm bi 16 théng qua cac co
ché IPC.

Pass

MSTG-STORAGE-7

Khoéng cho phép dé 16 cac di liéu nhay cam nhu méat
khau, ma PIN & giao dién ngudi dung cla Ung dung.

Pass

MSTG-STORAGE-8

Khoéng luu d liéu nhay cam trong cac tép tin
backup dudc tao ra bdi hé diéu hanh di dong.

Pass

MSTG-STORAGE-9

Ung dung can loai bd viéc doc dugc truc ti€p cac
théng tin nhay cam va dé an cac théong tin nay.

Pass

MSTG-STORAGE-10

Ung dung khéng luu théng tin nhay cadm trong bo
nhaé tam thai 1du hon can thiét, va viing nhd nay can
dugc lam sach sau khi st dung.

Pass

MSTG-STORAGE-T

Ung dung yéu cau chinh sach bdo mat truy cap
thiét bi toi thiéu, vi du nhu yéu cau ngugdi dung dat
mat khau thiét bi.

Pass

MSTG-STORAGE-12

Ung dung cé thédng bao ngudi dung vé nhiing loai
hinh d liéu x4c minh cd nhan dudc si dung, dong
thdi dua ra cadc khuyén nghi bao mat dd liéu cé
nhan cho ngudi dung.

Pass
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MSTG-STORAGE-13

Khoéng bat ky théong tin nhay cam nao dugce luu trén
thiét bi di ddéng. DU liéu can dudc lay tu mot remote
endpoint khi can va chi dugc luu trong bd nhé tam
thai.

Pass

MSTG-STORAGE-14

Néu bat budc can luu tr dU liéu nhay cdm tai thiét
bi di déng, dU lieéu nay can dugc ma hda st dung
khéa lay tU hardware-backed storage va yéu cau xac
thuc dé co thé 18y dugc khoa.

Pass

MSTG-STORAGE-15

Local storage cla Ung dung can dugc xda sach khi
xac thuc truy cap khéng thanh céng vugt qua soé 1an
nhat dinh.

Pass

Cryptography

MSTG-CRYPTO-1

Ung dung khéng st dung cac thuat todn mat ma
déi xdiing véi khda dugce hardcoded cho qua trinh ma
hoa.

Pass

MSTG-CRYPTO-2

Ung dung st dung cac thiét k&€ mat ma phu hop vdi
cac tiéu chuan mat ma hién tai.

Pass

MSTG-CRYPTO-3

Ung dung dung cac thuat toan mat ma tiéu chuan
phU hop cho ting use-case cu thé, thiét dat cac
tham s& dé dam bao tinh bao mat 3 muc cao nhat.

Pass

MSTG-CRYPTO-4

Ung dung khéng st dung cac thuat todn hay cac

giao thic mat ma dugc coi 1a 16i thdi vé tinh bdo mat.

Pass

MSTG-CRYPTO-5

Ung dung khéng st dung lai cing mdét khéa mat
ma cho nhiéu chic nang.

Pass

MSTG-CRYPTO-6

Tat ca céc gia tri ngau nhién dugc tao ra bang mot
bd sinh s& hgau nhién dam bao tinh bao mat.

Pass

Authentication and Session Management

MSTG-AUTH-1

NE&u Ung dung cho phép ngudi dung truy cap dén
mot dich vu tU xa, cd gidi phap xac thuc dudc thuc
hién 3 remote endpoint, chdng han nhu xac thuc
bang tai khoan/mat khau.

Pass

MSTG-AUTH-2

Néu thuc hién quan ly phién lam viéc cé trang thai,
remote endpoint can st dung cac sé dinh danh
phién lam viéc dudc tao ngau nhién dé xac thuc
request tu client thay vi toan b6 théng tin xac thuc
cla ngugi dung.

Pass
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MSTG-AUTH-3

Néu st dung phuasng phéap xac thuc bang token
khoéng cé trang thai, server can cung cap token da
dudgc ky v38i thuat toan mat ma an toan.

Pass

MSTG-AUTH-4

Remote endpoint cé thuc hién hly phién [am viéc
hién tai khi ngugdi dung dang xuat.

Pass

MSTG-AUTH-5

C6 chinh sach mat khau va dudc trién khai 3 remote
endpoint.

Pass

MSTG-AUTH-6

Remote endpoint cé thiét 1ap ca ché& ngan chan viéc
nhap thong tin xac thuc qua sé lan cho phép.

Pass

MSTG-AUTH-7

Cac phién lam viéc déu dudc huy bd tai remote
endpoint sau moét khoang thai gian khéng hoat
dong nhat dinh hoac sau khi cac token truy cap nay
hét han.

Pass

MSTG-AUTH-8

Xac thuc sinh trac hoc, néu c6, khéng bi gidi han
theo su kién (event-bound, cé nghia la st dung mot
API chi don thuan tra lai két qua “true” hoac “false”).
Thay vao doé, xac thuc sinh trac hoc can dudgc dua
trén viéc ma khoa keychain/keystore.

Pass

MSTG-AUTH-9

Giadi phap xac thuc hai yéu té6 dugc st dung & remote
endpoint va cac yéu cau 2FA bat budc thudng xuyén.

Pass

MSTG-AUTH-10

Céc giao dich nhay cdm déu yéu cau xac thuc nhiéu
budc (step-up authentication).

Pass

MSTG-AUTH-T1

Ung dung théng bdo cho ngusi dung tat ca cac
hoat ddng nhay cam vdi tai khoan ctia ho. Ngugi
dung cé thé xem dudc danh sach cac thiét bi, xem
cac théong tin nhu dia chi IP, vi tri, viv. va cé thé ngan
chan truy cap daéi véi thiét bi chi dinh.

Pass

MSTG-AUTH-12

Tat cad cac mod hinh phan quyén déu can dudc dinh
nghia va thiét dat tai remote endpoint.

Pass

Network Communication

MSTG-NETWORK-1

DU liéu dugec ma hda qua dudng truyén mang vdi
giao thuc TLS. K&nh truyén an toan cé ma hda dugc
st dung xuyén sudt qud trinh van hanh Ung dung.

Pass

MSTG-NETWORK-2

Céc thiét dat cho giao thic TLS phu hgp véi cac tiéu
chuan hién tai, hoac gan vdi cac tiéu chuan nay nhat
c6 thé néu hé diéu hanh di dong khéng hd trg céac
tiéu chudn dudc khuyén nghi.

Pass
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Ung dung xac thuc ching chi X.509 clia remote

endpoint khi thiét 1ap kénh truyén ma hoda. Chicé
MSTG-NETWORK-3 , . - L s N - . Pass
cac chung chi da dudgc ky bdi nha cung cap ching

thuc sé tin cdy mdéi dugc chap nhan.

Ung dung hodc st dung kho ching chi riéng, hoac
gan mac dinh tai endpoint mdt chiing chi hodc mot
khda céng khai, ddng thdi ddm bao khong thiét lap
MSTG-NETWORK-4 e e L . < Pass
két ndi v8i bat ky endpoint nao khéng cung cap
dudc ching chi hoac khda ndi trén, ké ca chidng cé
dudc ky bdi nha cung cap chiing thuc sé tin cay.

Ung dung khong st dung kénh truyén khéng da
dang tin cay (email hoac SMS) cho cac tac vu

MSTG-NETWORK-5 A . R “ S Pass
nghiém trong nhu dang nhap hodc phuc hai tai

khoan.

Ung dung chi phu thudc vao cac thu vién két néi
MSTG-NETWORK-6 o A A Pass
mang va bao mat dugc cap nhat.

Platform Interaction

Ung dung chi yéu cau bd quyén han téi thiéu tusng
MSTG-PLATFORM-T ) - R Pass
Ung va8i nhu cau van hanh.

Tat ca cac dd liéu dau vao t ngudn bén ngoai bat ky
hay ngusi dung déu dugc kiém tra va thanh loc néu
MSTG-PLATFORM-2 can. Cac di liéu nay bao géom dat nhan dugc tli cac | Pass
cc ché Ul, IPC nhu intents, cdc URL mac dinh hay
cdc ngudn mang.

Ung dung khéng xuat cac tinh ndng nhay cdm
MSTG-PLATFORM-3 théng qua URL mac dinh, tru khi cac ca ché nay Pass
dugc bao vé thich hop.

Ung dung khéng xuat cac tinh ndng nhay cdm qua
MSTG-PLATFORM-4 cdc phuang thuc IPC, tri khi cac co ché nay dudgc Pass
bdo vé thich hop.

Khéng cho phép chay JavaScript trén WebViews tru
MSTG-PLATFORM-5 ) o Pass
khi thuc su rat can thiét.

WebViews thiét dat chi cho phép mot bd céc

handler giao thuc thiét y&u t&i thiéu (t&t nhat chi hd
MSTG-PLATFORM-6 L . . . Pass
trg https). M6t s6 handler nguy hiém nhu file, tel va

app-id can bat hoat.
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MSTG-PLATFORM-7

Né&u céc native method cua Ung dung goi tdi
WebView, dam bao rang WebView chi render
JavaScript trong package clia Ung dung.

Pass

MSTG-PLATFORM-8

Object deserialization, néu cé, dudc thiét dat su
dung cac API serialization an toan.

Pass

MSTG-PLATFORM-9

Ung dung cé ¢ ché tu bao vé trudc cac cudc tan
cobng screen overlay. (danh riéng cho Android)

Pass

MSTG-PLATFORM-10

Cache, storage hay cac tai nguyén cé thé nap
(JavaScript, v.v.) clia WebView can dugc lam sach
trudc khi hily WebView.

Pass

MSTG-PLATFORM-11

Xac nhan rang Ung dung ngan chan viéc st dung
ban phim mac dinh cla bén thi ba khi nhap vao
cac d liéu nhay cam.

Pass

Code Quality and Build Settings

MSTG-CODE-1

Ung dung dudc ky va dudc gia han véi chidng chi
hop & sd hliu khda cd nhan dudc bao vé thich hap.

Pass

MSTG-CODE-2

Ung dung hién hanh dugc xuat ra & release mode,
v3i cac thiét dat phu hgp cho ban release (vi du tinh
nang debug dudc bat hoat).

Pass

MSTG-CODE-3

Cac debug symbol da dugc xdéa bd khodi native
binary.

Pass

MSTG-CODE-4

Cac doan ma debug va hé trg 1ap trinh vién khac (vi
du test code, backdoors, cac tinh nang an) da dugc
loai bd hoan toan. Ung dung khéng ghi log 16i v3i

ché& do verbose hoac hién thi cac théng bdo debug.

Pass

MSTG-CODE-5

Tat ca cac thanh phan cla bén thU ba st dung bdi
Ung dung di déng, nhu cac thu vién hoac
framework, déu dugc xac dinh va kiém tra cac 16
hong bao mat da céng khai.

Pass

MSTG-CODE-6

Ung dung bat va xU ly tat ca cac trudng hdp dac biét
cb thé xay ra.

Pass

MSTG-CODE-7

Logic xt ly 1&6i trong cac ca ché bao mat tu chdi truy
cap mac dinh.

Pass

MSTG-CODE-8

Trong cidc doan ma khéng dudc quan ly, bd nhé
dugc phan vung, gidi phdng va s dung mot cach
an toan.

Pass
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MSTG-CODE-9

Cac tinh ndng bao Mat mién phi cung cap vai
toolchain nhu byte-code minification, bao vé stack,
hé trg PIE va automatic reference counting, dugc
kich hoat.

Pass

Cac yéu cau nang cao chdng lai ky thuat dich ngudgc

ID bai test

Tén bai test

Trang
thai

Impede Dynamic Analysis and Tampering

MSTG-RESILIENCE-T

Ung dung phat hién va cé cac phan Gng nhat dinh
daéi vai thiét bi da bi root hodc bi jailbreak, nhu canh
bdo ngudi dung hoac tu déng tat ing dung.

Pass

MSTG-RESILIENCE-2

Ung dung ngan chan viéc debug va/hoac phat hién
va cé cac phan Ung nhat dinh déi vai viéc nhing
debugger vao Ung dung. Tat ca cac giao thic debug
can dugc ngat.

Pass

MSTG-RESILIENCE-3

Ung dung phat hién va cé cac phan Gng nhat dinh
déi va8i cdc hanh déng chén ma hoac thay déi ma
cac file thuc thiva cac d liéu quan trong trong
sandbox cla Ung dung.

Pass

MSTG-RESILIENCE-4

Ung dung phat hién va cé phan cac ing nhat dinh
doi véi viéc st dung cac cong cu hodc framework
dich ngudgc trén thiét bi.

Pass

MSTG-RESILIENCE-5

Ung dung phat hién va cé phan cac Gng nhat dinh
doi véi viéc chay Ung dung trong may 3o.

Pass

MSTG-RESILIENCE-6

Ung dung phat hién va cé cac phan Ung nhat dinh
daéi véi viéc thay déi doan ma hodc di liéu trong
vung nhd cuda Ung dung.

Pass

MSTG-RESILIENCE-7

Ung dung cé cac cd ché& phong vé tuoshg Ung ddi vdi
cac can thiép dudc dé cap trong cac dé muc ndi trén
(81dén 8.6). Luuy rang muc dd phong chéng cac
can thiép ti l1é v3i sé ludgng va tinh da dang cula cac
gidi phap phong chéng mot loai hinh can thiép.

Pass

MSTG-RESILIENCE-8

Céc co ché phat hién cé cac phan tng khac nhau, cé
thé Ia tri hodn hoac tang hinh.

Pass
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Obfuscation dudc dp dung cho céc ca ché phong vé
MSTG-RESILIENCE-9 lap trinh nham ngén chan qua trinh de-obfuscation | Pass
bang cach phan tich déng.

Device Binding

Ung dung dudc thiét dat tinh ndng “lién két thiét bj”
MSTG-RESILIENCE-10 | bang cach st dung fingerprint ctia thiét bi, 8y tu Pass
céc thudc tinh duy nhat chi cé & thiét bi do.

Impede Comprehension

Tat cd cac tép tin thuc thi va cdc thu vién nam trong
Ung dung can phai dugc ma hoéa 3 tang tép tin,
va/hodc cac doan ma va phan manh di liéu quan
MSTG-RESILIENCE-T1 trong trong cac tép tin thuc thi can dugc ma hoa Pass
hodc déng gdi. Cac ky thuat phan tich tinh phd bién
khoéng thé trich xuat doan ma hodc dd liéu quan
trong.

Néu muc dich clia obfuscation 13 dé bao vé phan
tinh todn mang tinh nhay cdm, thi obfuscation
scheme st dung can vla phu hdp déi véi cac tién
trinh dac thu, vua khoé pha v8 trudc cac phudng
phap de-obfuscation thd céng va tu ddng dugc dé
MSTG-RESILIENCE-12 N ) R L . Pass
cap trong cac nghién cdu da céng bod. Hiéu qua cua
obfuscation scheme can dugc danh gia bang
phudng phap kiém thi thi céng. Can luu y rang cac
tinh nang hardware-based isolation dugc uu tién
han obfuscation bat cd khi nao cé thé.

Impede Eavesdropping

Dé phong vé sau, budc tiép theo can trién khai solid
hardening cho céac bén can thuc hién trao déi thong
MSTG-RESILIENCE-13 . o . ) . | Pass
tin, ma hda payload tang Ung dung can dugc ap

dung dé ngan chan viéc nghe Ién dudng truyén.

CHU THIiCH

Pass: Bai kiém tra bdo mat cé thé thuc hién trén Ung dung di déng va két qua thda man
cac tiéu chuan bao méat hién tai.

Fail: Bai kiém tra bao mat cé thé thuc hién trén Ung dung di déng nhung két qua cho thay
cac thiét dat bao mat tusng Ung chua dudc trién khai chat ché.

N/A: Bai kiém tra bao mat 1a khong bat budc hodc khong thé thuc hién trén Ung dung di
aéng.
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